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Agreement

This document contains proprietary and confidential information of a highly sensitive nature. Reproduction or distribution without the express written
permission of Ridge Security Technology Corp. or the Client named above is strictly prohibited. This document should be marked “CONFIDENTIAL” and
therefore we suggest that this document be disseminated on a 'need to know' basis.

The information presented in this document is provided as is and without warranty. Vulnerability assessments are a 'point in time' analysis and as such it is
possible that something in the environment could have changed since the tests reflected in this report were run. Also, it is possible that new vulnerabilities may
have been discovered since the tests were run. For this reason, this report should be considered a guide, not a 100% representation of the risk threatening your
systems, networks and applications. This report cannot and does not protect against personal or business loss as the result of use of the applications or
systems described. By using this information, you agree that Ridge Security shall be held harmless in any event.

CONFIDENTIALITY

DISCLAIMERS



Executive Summary
RUN 1
System Version: V4.2.1-20230110 Plugin Library Version: V4.20.2

TASK NAME START TIME END TIME TOTAL TIME STATUS

test-php daily run Jan 11, 2023 at 13:20 Jan 11, 2023 at 13:31 0 hours and 11 minutes Success

Configuration at a Glance

System Version: V4.2.1-20230110 Plugin Library Version: V4.20.2

SYSTEM TEMPLATE CUSTOMIZED TEMPLATE PLUGINS SELECTED SCAN TYPE SCRAPING MODE STEALTH LEVEL

Website Penetration N/A 4181 Web application Crawling Normal

Total Health Score Policy: Minimum Score 60

Total number of targets： 1

Number of active assets： 1

Number of active Domains： 1

Number of attack surface(s)： 52

Severe Risk Low Risk60

19

Risk Weighted Assessment

Critical Business Risk

Successful

5

Vulnerabilities

High

36
Medium

31
Low
34 Info

19

RUN 2
System Version: V4.2.1-20230110 Plugin Library Version: V4.20.2

TASK NAME START TIME END TIME TOTAL TIME STATUS

test-php daily run Jan 12, 2023 at 13:20 Jan 12, 2023 at 13:31 0 hours and 11 minutes Success

Configuration at a Glance

System Version: V4.2.1-20230110 Plugin Library Version: V4.20.2

SYSTEM TEMPLATE CUSTOMIZED TEMPLATE PLUGINS SELECTED SCAN TYPE SCRAPING MODE STEALTH LEVEL

Website Penetration N/A 4181 Web application Crawling Normal

Total Health Score Policy: Minimum Score 60

Total number of targets： 1

Number of active assets： 1

Number of active Domains： 1

Number of attack surface(s)： 52

Severe Risk Low Risk60

19

Risk Weighted Assessment

Critical Business Risk

Successful

5

Vulnerabilities

High

36
Medium

31
Low
34 Info

19



Asset Details
Run 1

TARGET OS TYPE EXPLOITED HIGH MEDIUM LOW

44.228.249.3 Ubuntu 0 0 0 0

testphp.vulnweb.com 0 0 0 0

SITE IP/DOMAIN EXPLOITED HIGH MEDIUM LOW

http://testphp.vulnweb.com/ testphp.vulnweb.com 5 36 31 34

Run 2

TARGET OS TYPE EXPLOITED HIGH MEDIUM LOW

44.228.249.3 Ubuntu 0 0 0 0

testphp.vulnweb.com 0 0 0 0

SITE IP/DOMAIN EXPLOITED HIGH MEDIUM LOW

http://testphp.vulnweb.com/ testphp.vulnweb.com 5 36 31 34



Business Risk Summary
INDEX RISK TYPE RELATED VULNERABILITY TARGET RUN 1 RUN 2

1 Credential Disclosure Backend Weak Password http://testphp.vulnweb.com/login.php

2 Database Manipulations SQL Injection http://testphp.vulnweb.com/listproducts.php?cat=1

3 Database Manipulations SQL Injection http://testphp.vulnweb.com/secured/newuser.php

4 Database Manipulations SQL Injection http://testphp.vulnweb.com/artists.php?artist=1

5 Database Manipulations SQL Injection http://testphp.vulnweb.com/listproducts.php?artist=1



Website Fingerprints
INDEX SITE CMS LANGUAGE FRAMEWORK WAF/CDN TYPE RUN 1 RUN 2

1 http://testphp.vulnweb.com/ Nginx 1.19.0 PHP 5.6.40 - -



Attack Surface Details
INDEX METHOD URL PARAMETERS RUN 1 RUN 2

1 POST http://testphp.vulnweb.com/userinfo.php

2 GET http://testphp.vulnweb.com/Mod_Rewrite_Shop/BuyProduct-2/

3 GET http://testphp.vulnweb.com/Mod_Rewrite_Shop/BuyProduct-1/

4 GET http://testphp.vulnweb.com/guestbook.php

5 POST http://testphp.vulnweb.com/secured/newuser.php signup, uaddress, ucc, uemail, upass, upass2, uphone, urname, uuname

6 GET http://testphp.vulnweb.com/AJAX/artists.php

7 GET http://testphp.vulnweb.com/Mod_Rewrite_Shop/

8 GET http://testphp.vulnweb.com/Mod_Rewrite_Shop/Details/network-attached-storage-dlink/1/

9 GET http://testphp.vulnweb.com/Templates/main_dynamic_template.dwt.php

10 GET http://testphp.vulnweb.com/showimage.php?file= file

11 GET http://testphp.vulnweb.com/ N/A

12 GET http://testphp.vulnweb.com/artists.php?artist=1 artist

13 POST http://testphp.vulnweb.com/guestbook.php name, submit, text

14 GET http://testphp.vulnweb.com/secured/ N/A

15 POST http://testphp.vulnweb.com/search.php?test=query test, goButton, searchFor

16 GET http://testphp.vulnweb.com/Mod_Rewrite_Shop/Details/web-camera-a4tech/2/

17 GET http://testphp.vulnweb.com/comment.php?aid=1 aid

18 GET http://testphp.vulnweb.com/search.php?test=query test

19 GET http://testphp.vulnweb.com/AJAX/index.php

20 GET http://testphp.vulnweb.com/hpp/

21 GET http://testphp.vulnweb.com/AJAX/titles.php

22 GET http://testphp.vulnweb.com/listproducts.php?artist=1 artist

23 GET http://testphp.vulnweb.com/AJAX/categories.php



INDEX METHOD URL PARAMETERS RUN 1 RUN 2

24 GET http://testphp.vulnweb.com/hpp/ N/A

25 GET http://testphp.vulnweb.com/userinfo.php

26 GET http://testphp.vulnweb.com/hpp/?pp=12 pp

27 POST http://testphp.vulnweb.com/hpp/params.php?p=valid&pp=12 p, pp, aaaa%2F

28 GET http://testphp.vulnweb.com/Mod_Rewrite_Shop/RateProduct-2.html

29 GET http://testphp.vulnweb.com/listproducts.php?cat=1 cat

30 GET http://testphp.vulnweb.com/Mod_Rewrite_Shop/RateProduct-1.html

31 GET http://testphp.vulnweb.com/index.php

32 GET http://testphp.vulnweb.com/artists.php

33 GET http://testphp.vulnweb.com/signup.php

34 GET http://testphp.vulnweb.com/disclaimer.php

35 GET http://testphp.vulnweb.com N/A

36 GET http://testphp.vulnweb.com/categories.php

37 GET http://testphp.vulnweb.com/comment.php?pid=1 pid

38 GET http://testphp.vulnweb.com/product.php?pic=1 pic

39 POST http://testphp.vulnweb.com/userinfo.php pass, uname

40 GET http://testphp.vulnweb.com/login.php

41 GET http://testphp.vulnweb.com/

42 GET http://testphp.vulnweb.com/AJAX/showxml.php

43 GET http://testphp.vulnweb.com/Mod_Rewrite_Shop/Details/color-printer/3/

44 GET http://testphp.vulnweb.com/cart.php

45 POST http://testphp.vulnweb.com/cart.php addcart, price

46 GET http://testphp.vulnweb.com/comment.php

47 GET http://testphp.vulnweb.com/Mod_Rewrite_Shop/BuyProduct-3/



INDEX METHOD URL PARAMETERS RUN 1 RUN 2

48 GET http://testphp.vulnweb.com/Mod_Rewrite_Shop/RateProduct-3.html

49 POST http://testphp.vulnweb.com/comment.php Submit, comment, name, phpaction

50 GET http://testphp.vulnweb.com/hpp/params.php?p=valid&pp=12 p, pp

51 GET http://testphp.vulnweb.com/secured/newuser.php



Vulnerability List
INDEX SEVERITY VULNERABILITY NAME AFFECTED NODES RUN 1 RUN 2

1 HIGH SQL Injection http://testphp.vulnweb.com/search.php?test=query

2 HIGH SQL Injection http://testphp.vulnweb.com/listproducts.php?artist=1

3 HIGH SQL Injection http://testphp.vulnweb.com/userinfo.php

4 HIGH SQL Injection http://testphp.vulnweb.com/product.php?pic=1

5 HIGH SQL Injection http://testphp.vulnweb.com/listproducts.php?cat=1

6 HIGH SQL Injection http://testphp.vulnweb.com/artists.php?artist=1

7 HIGH SQL Injection http://testphp.vulnweb.com/secured/newuser.php

8 HIGH Cross-Site Scripting http://testphp.vulnweb.com/guestbook.php

9 HIGH Cross-Site Scripting http://testphp.vulnweb.com/listproducts.php?cat=1

10 HIGH Cross-Site Scripting http://testphp.vulnweb.com/secured/newuser.php

11 HIGH Cross-Site Scripting http://testphp.vulnweb.com/hpp/?pp=12

12 HIGH Cross-Site Scripting http://testphp.vulnweb.com/search.php?test=query

13 HIGH Cross-Site Scripting http://testphp.vulnweb.com/hpp/params.php?p=valid&pp=12

14 HIGH Cross-Site Scripting http://testphp.vulnweb.com/listproducts.php?artist=1

15 HIGH Cross-Site Scripting http://testphp.vulnweb.com/comment.php

16 HIGH Cross-Site Scripting http://testphp.vulnweb.com/showimage.php?file=

17 HIGH Blind Cross-Site Scripting http://testphp.vulnweb.com/search.php?test=query

18 HIGH Blind Cross-Site Scripting http://testphp.vulnweb.com/secured/newuser.php

19 HIGH Blind Cross-Site Scripting http://testphp.vulnweb.com/guestbook.php

20 HIGH Blind Cross-Site Scripting http://testphp.vulnweb.com/comment.php

21 HIGH XSS via Remote File Inclusion http://testphp.vulnweb.com/hpp/?pp=12

22 HIGH XSS via Remote File Inclusion http://testphp.vulnweb.com/listproducts.php?artist=1

23 HIGH XSS via Remote File Inclusion http://testphp.vulnweb.com/listproducts.php?cat=1



INDEX SEVERITY VULNERABILITY NAME AFFECTED NODES RUN 1 RUN 2

24 HIGH XSS via Remote File Inclusion http://testphp.vulnweb.com/hpp/params.php?p=valid&pp=12

25 HIGH Backend Weak Password http://testphp.vulnweb.com/login.php

26 HIGH PHP phpinfo Page Information Disclosure http://testphp.vulnweb.com/secured/phpinfo.php

27 HIGH Relative Path Traversal http://testphp.vulnweb.com/showimage.php?file=showimage.php

28 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/userinfo.php

29 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/guestbook.php

30 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/signup.php

31 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/comment.php?aid=1

32 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/listproducts.php?cat=1

33 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/listproducts.php?artist=1

34 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/search.php?test=query

35 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/artists.php?artist=1

36 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/product.php?pic=1

37 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/comment.php?pid=1

38 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/cart.php

39 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/categories.php

40 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/artists.php

41 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/index.php

42 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/login.php

43 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/disclaimer.php

44 MEDIUM Cross Site Request Forgery (CSRF) http://testphp.vulnweb.com/comment.php

45

MEDIUM Cross Domain Data Hijacking http://testphp.vulnweb.com/hpp/params.php?
p=CWS%07%0E000x%9C=%8D1N%C3%40%10E%DF%AE%8D%BDI%08)%D3%40%1D%A0%A2%05%09%11%89HiP"%05D%8BF%8E%0BG%26%1B%D9%8E%117%A0
%A2%DC%82%8A%1Br%04X;!S%8C%FE%CC%9B%F9%FF%AA%CB7Jq%AF%7F%ED%F2.%F8%01>%9E%18p%C9c%9Al%8B%ACzG%F2%DC%BEM%EC%ABdkj%1E%AC
%2C%9F%A5(%B1%EB%89T%C2Jj)%93"%DBT7%24%9C%8FH%CBD6)%A3%0Bx)%AC%AD%D8%92%FB%1F%5C%07C%AC%7C%80Q%A7Nc%F4b%E8%FA%98%20b_%
26%1C%9F5%20h%F1%D1g%0F%14%C1%0A]s%8D%8B0Q%A8L<%9B6%D4L%BD_%A8w%7E%9D[%17%F3/[%DCm{%EF%CB%EF%E6%8D:n-
%FB%B3%C3%DD.%E3d1d%EC%C7%3F6%CD0%09&pp=12

46 MEDIUM JetBrains Idea File Disclosure http://testphp.vulnweb.com/.idea/workspace.xml



INDEX SEVERITY VULNERABILITY NAME AFFECTED NODES RUN 1 RUN 2

47 MEDIUM HTTP Parameter Pollution http://testphp.vulnweb.com/hpp/?pp=12%26n973956%3Dv926576

48 MEDIUM Invalid Page Text Search http://testphp.vulnweb.com/showimage.php?file=

49 MEDIUM PHP allow_url_fopen Enabled http://testphp.vulnweb.com/secured/phpinfo.php

50 MEDIUM Directory Traversal http://testphp.vulnweb.com/showimage.php?file=../../../../../../../../../../../../../../../proc/version

51 MEDIUM PHP Files Information Disclosure http://testphp.vulnweb.com/hpp/test.php

52 MEDIUM Improper Configuration of crossdomain.xml http://testphp.vulnweb.com/crossdomain.xml

53 MEDIUM Website Backup File Disclosure http://testphp.vulnweb.com/index.zip

54 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/Mod_Rewrite_Shop/Details/web-camera-a4tech/2/

55 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/Mod_Rewrite_Shop/RateProduct-2.html

56 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/Templates/main_dynamic_template.dwt.php

57 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/hpp/

58 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/AJAX/artists.php

59 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/disclaimer.php

60 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/AJAX/index.php

61 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/signup.php

62 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/categories.php

63 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/cart.php

64 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/

65 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/Mod_Rewrite_Shop/

66 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/Mod_Rewrite_Shop/Details/network-attached-storage-dlink/1/

67 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/Mod_Rewrite_Shop/Details/color-printer/3/

68 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/AJAX/showxml.php

69 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/Mod_Rewrite_Shop/BuyProduct-3/

70 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/guestbook.php



INDEX SEVERITY VULNERABILITY NAME AFFECTED NODES RUN 1 RUN 2

71 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/secured/newuser.php

72 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/Mod_Rewrite_Shop/BuyProduct-1/

73 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/login.php

74 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/userinfo.php

75 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/Mod_Rewrite_Shop/RateProduct-1.html

76 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/artists.php

77 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/AJAX/categories.php

78 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/comment.php

79 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/AJAX/titles.php

80 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/index.php

81 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/Mod_Rewrite_Shop/RateProduct-3.html

82 LOW Possible Relative Path Overwrite http://testphp.vulnweb.com/Mod_Rewrite_Shop/BuyProduct-2/

83 LOW HTTP Content-Security-Policy Header Not
Set

http://testphp.vulnweb.com/

84 LOW User Credentials in Plain Text http://testphp.vulnweb.com/signup.php

85 LOW User Credentials in Plain Text http://testphp.vulnweb.com/login.php

86 LOW Hidden Input Form Found http://testphp.vulnweb.com/product.php?pic=1

87 LOW Clickjacking due to X-Frame-Options Not
Being Set in Response Header

http://testphp.vulnweb.com/

88 INFO Email Address Information Disclosure http://testphp.vulnweb.com/artists.php?artist=1

89 INFO Email Address Information Disclosure http://testphp.vulnweb.com/

90 INFO Email Address Information Disclosure http://testphp.vulnweb.com/Templates/main_dynamic_template.dwt.php

91 INFO Email Address Information Disclosure http://testphp.vulnweb.com/guestbook.php

92 INFO Email Address Information Disclosure http://testphp.vulnweb.com/login.php

93 INFO Email Address Information Disclosure http://testphp.vulnweb.com/signup.php

94 INFO Email Address Information Disclosure http://testphp.vulnweb.com/product.php?pic=1



INDEX SEVERITY VULNERABILITY NAME AFFECTED NODES RUN 1 RUN 2

95 INFO Email Address Information Disclosure http://testphp.vulnweb.com/categories.php

96 INFO Email Address Information Disclosure http://testphp.vulnweb.com/index.php

97 INFO Email Address Information Disclosure http://testphp.vulnweb.com/disclaimer.php

98 INFO Email Address Information Disclosure http://testphp.vulnweb.com/cart.php

99 INFO Email Address Information Disclosure http://testphp.vulnweb.com/listproducts.php?cat=1

100 INFO Email Address Information Disclosure http://testphp.vulnweb.com/artists.php

101 INFO Email Address Information Disclosure http://testphp.vulnweb.com/search.php?test=query

102 INFO Email Address Information Disclosure http://testphp.vulnweb.com/listproducts.php?artist=1

103 INFO Password Type Input with auto-complete
Enabled

http://testphp.vulnweb.com/login.php

104 INFO Password Type Input with auto-complete
Enabled

http://testphp.vulnweb.com/signup.php

105 INFO Error Page Web Server Version Disclosure http://testphp.vulnweb.com/ncQBKdPiTp.aspx

106 INFO Insecure Referrer Policy http://testphp.vulnweb.com/

107 MEDIUM HTTP Parameter Pollution http://testphp.vulnweb.com/hpp/?pp=12%26n978103%3Dv974949

108 INFO Error Page Web Server Version Disclosure http://testphp.vulnweb.com/Oed5XfWyN3.aspx


