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RANSOMWARE ASSESSMENT

Anti Data Exfiltration
Prevent cyberattacks across 

all endpoints and monitor data 
exfiltration from any network to 
ensure compliance with global 

privacy and data protection 
regulations.

Welcome to your 7 Day Ransomware Assessment

As the leader in Anti Data Exfiltration (ADX), we go beyond managing threats. 
Rather than focusing on perimeter defense, our preventative approach 
focuses on blocking the exfiltration of data from your devices. Our enterprise 
data security software prevents threats from disrupting your organization and 
dramatically reduces the risk of a data breach. 

This assessment will allow you to install BlackFog on up to 25 devices to 
assess the risk to your organization. After 7 days we will provide a detailed 
report of what we found and how BlackFog can prevent these attacks.   

STEP 1. License KEY

You should have been contacted by a BlackFog representative who will have 
requested an email account we can use for generating a license key for the 
assessment.

This license will be used to activate each agent and will also include a login to 
the Enterprise console. 

STEP 2. Activation

Download the agents onto the devices you would like to assess. You can 
download agents from:

https://www.blackfog.com/download

Run the installer and start the application. You will then apply the license key 
we sent into each application. After this is applied the agent will automatically 
register with the console.

- On Windows & MacOS select Help > License
- On Mobile platforms use the licensed email + the PIN code
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RANSOMWARE PREVENTION
Protect your intellectual property 

and the risks associated with 
ransomware, industrial espionage 
and prevent malicious activity from 

inside your organization.

http://www.blackfog.com
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About BlackFog 

Founded in 2015, BlackFog is a global cybersecurity company that has 
pioneered on-device Anti Data Exfiltration (ADX) technology to protect 
companies from global security threats such as ransomware, spyware, 
malware, phishing, unauthorized data collection and profiling. BlackFog 
uses behavioral analysis to preemptively prevent hackers from exploiting 
vulnerabilities in enterprise security systems and data structures.

BlackFog’s preventative approach to security recognizes the limitations of 
existing perimeter defense techniques and neutralizes attacks before they 
happen at multiple points in their lifecycle. Trusted by corporations all over the 
world, BlackFog is redefining modern cyber security practices.
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Step 3. Enterprise Console 

In the email we sent you with the license key you will see the login information 
to the Enterprise console. Visit the following URL to login:

https://console.blackfog.com

Using the credentials we sent you will be able to access all the information 
about the devices registered as well as the events.

A BlackFog representative will guide you through the features it provides.

Step 4. Assessment Report 

At the end of 7 days we will contact you and send you our assessment and 
walk you through what we found. This will consist of 2 PDF reports, including a 
breach analysis and a detailed impact assessment.

Step 5. ON-BOARDING 

After completion of the assessment you have the option of becoming a 
customer and completing an onboarding process by BlackFog and/or your 
Service Provider. This process includes, but is not limited to:

•	 General Enterprise console training
•	 Customization to your environment
•	 Data interpretation and analysis
•	 Threat Hunting and Breach Reporting
•	 Agent deployment and configuration

Data Privacy
Visibility into the unauthorized 
collection and transmission of 
user data across every device, 

within and beyond the corporate 
network.

Breach Prevention
Assess the impact of latent threats 

by monitoring the exfiltration of 
data from any network.
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